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1. Who is responsible and how can you contact us?

NovaVenture Group BV, trading as BelgoBase, Krommestraat 48, 2830 Willebroek, Belgium, enterprise number BE
1006.303.437, is the controller for the processing it determines. Privacy, contractual and rights questions:
legal@belgobase.be. Support and security reports: security@belgobase.be.

This notice provides information about personal data. Confirmation that it was available before installation, sign-in or
use is neither consent to all processing nor contractual acceptance. Contractual acceptance, where required, is
separate and active. Consent is requested freely, specifically, on an informed basis and separately only when it is
the appropriate legal basis.

2. Scope and allocation of roles

This notice covers the website, contact and demo requests, business licences, installation, acceptance, activation,
account, user and device management, use of the service, workspace, search history, normal export, support,
security, contractual communication, any paid continuation and termination.

BelgoBase is an independent controller for contract, licence, product, source, security, support and evidence
processing. The customer is in principle an independent controller for selection, its own storage, export, prospecting,
contact, enrichment, retention periods and decision-making. A licence is not a general legal basis for further
processing by the customer. Where BelgoBase processes solely on documented customer instructions, appropriate
processing agreements are made before activation.

3. Data and sources

We may process: name, role, business email address and telephone number; customer, contract and enterprise
data; licence, user and device data; technical integrity characteristics; software and document versions; acceptance
and receipt data; session and security data; filters, workspace, search history and export settings; conversation
messages, target-group criteria, uploaded enterprise or contact lists, relevant public website content and optionally
supplied audio; deliberately supplied support content; invoice or payment data where paid continuation has been
agreed; and limited website-operation data such as network address, browser category, requested page and time.
Passwords, private keys and complete tokens are not ordinary readable account data.

Data may come from the data subject, customer or representative, the BelgoBase application, installer, licensing
and security systems, contractual and support communication, official registers and publications, public business
documents, and commercial source holders or service providers with appropriate rights. Registers and sources may
contain data about sole traders, directors, legal representatives or people holding a public business role. A reference
to KBO/CBE, NBB/BNB or another source does not grant a direct source account, source licence or unrestricted
reuse right. For personal data obtained indirectly, we provide the required information within one month at the latest,
at an earlier first contact if applicable, and no later than an earlier disclosure if applicable, subject to an applicable
statutory exception.

4. Purposes and legal bases

Where performance of an agreement is mentioned below as a legal basis, it applies only to a data subject who is
personally a party to that agreement. Necessary processing of data about representatives and employees relies on
the applicable legitimate interest or a specific legal obligation.
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4.1 Requests, quotations and contract management

We process customer, contact, contract and communication data to handle a request, prepare a business
relationship, perform the agreement and manage rights or obligations. Performance or preparation of an agreement
applies only to a data subject who is personally a contracting party; for employees or business contacts, necessary
relationship management is based on legitimate interests, or on a specific legal obligation where applicable.

4.2 Licence, device and access

We process user, licence, device, session and integrity data to provide access, prevent account sharing, manage
device registration and investigate abuse. Legal basis: performance of the agreement and legitimate interests in
reliable, secure access consistent with the contract.

4.3 Service use, workspace, export, support and security

We process selected filters, workspace, search history, results, exports, error data, quotas and security signals for
requested functions, support, troubleshooting, audit and incident handling. Legal basis: performance of the
agreement and legitimate interests in operation, security, quality and abuse prevention.

4.4 Business sources, search results and export

We process lawfully available business-source data to compile results, deliver selected exports and show source
provenance and currency. Legal basis: an applicable lawful basis, including, where appropriate, a balanced
legitimate interest, alongside the separate right to obtain, process and make the source available. Personal data
from sources prohibiting direct marketing are not made available for that purpose.

4.5 Website, contact and security reports

We process technically necessary data to deliver and secure the page, and data from contact or demo requests to
answer the request and prevent abuse. Legal basis: legitimate interests in operation, security and business
communication and, where applicable, precontractual steps. We do not use contact data for newsletters or other
marketing without a separate valid legal basis.

4.6 Administration, invoicing and disputes

We process contract, invoice, payment, evidence and correspondence data for statutory accounting obligations and
legal claims. Legal basis: legal obligation or legitimate interests in evidence and dispute handling.

4.7 Consent

Where consent is the legal basis, it may be withdrawn without affecting the lawfulness of processing before
withdrawal. Not giving optional consent has no adverse effect beyond the optional function concerned.

Data necessary for the contract, licence, secure access and requested core function must be provided to perform
that service; without those data, BelgoBase cannot perform the agreement or provide access securely or
demonstrably. Optional questions and dictation are voluntary.

5. Account, licence, device and acceptance

For a licence, we may process customer ID, name, business email address, user ID, licence ID and status, device or
registration ID, public-key fingerprint or a comparable non-secret integrity characteristic, and app, installer, build,
update and compatibility version.

Completed acceptance may include customer, acceptor, named user, authority declaration, licence, device,
language, flow version, software context, document ID, version, date, hash, UTC time, result and receipt ID.
Refusal, cancellation, timeout or error is not positive acceptance. The receipt is rebuttable electronic evidence.
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6. Workspace, customer-supplied lists, search history and export

For selected workspace functions, saved lists, searches, filters, preferences and export-column choices may be
processed under an authenticated customer, licence and user context. Supported account data may be used on the
website and desktop. A normally generated export remains under the customer's control, except for temporary
technical processing needed to create or securely deliver it. The customer remains responsible for lawful
subsequent use, access, correction, objection, erasure and retention in its own systems.

Through a released upload function, you can add your own enterprise or customer list. In the web function, the
BelgoBase server processes the file to identify fields, match enterprises and perform the requested list operation.
Limit the file to data needed for that operation. In the controlled target-group advice function, the advice model
receives a summary of the list, not all imported rows. This does not apply to data that you personally paste into a
message, nor does it automatically apply to every other function.

For the separate local Excel analysis in the Windows program, the file is read locally. Merely opening that local
analysis does not start an Al or Google request. A web upload is server processing; a subsequently selected Al or
contact function has its own data flow. Temporary list operations and contact tasks are separate from account
preferences, saved searches and confirmed target-group or exclusion data. Deleting a temporary file does not
automatically erase those separate data or your own export.

The customer ensures an appropriate legal basis and information for data subjects for the personal data provided.
Where BelgoBase processes solely according to documented customer instructions, the specific scope and
applicable processing arrangements must be recorded before that processing. The actual processing determines
the role; an upload button does not replace a data processing agreement.

7. Conversation, website research, OpenAl, audio and credit

When you send a message in the BelgoBase conversation, we process your message, relevant earlier messages,
target-group criteria and the context needed to help you find a target group and enterprises. Through our server, the
necessary context may be transmitted to OpenAl for a response, analysis or proposal. Do not include passwords,
secret keys, special categories of personal data or unnecessary personal data in a message or recording.

When you provide a website or request website research, BelgoBase may access a public web page. The website
accessed receives the technical data relating to that request. Relevant page text, title and source reference may
form part of the context for the Al provider. This is not an unrestricted examination of all pages behind a website.
Use source references and check the proposed conclusion.

During the conversation, the assistant may automatically display and adjust a preliminary selection from BelgoBase.
Not every preliminary search action requires a separate click on Search. Proposals and results remain aids; they are
not an independent legal or financial opinion and do not guarantee a suitable buyer or a complete contact result.
Assess the criteria and results before a business decision or follow-up contact. Ordinary filters remain usable without
this Al function.

Dictation is optional. After starting and stopping the recording, or after the visible maximum duration, audio may be
transmitted through BelgoBase to OpenAl for transcription. You can check and edit the resulting text before sending
it. If you select Read aloud, the response text to be read may be transmitted to OpenAl to produce audio. Stopping
playback does not undo a request that has already been made.

For controlled conversation requests, BelgoBase requests that OpenAl not store the Responses outputs
(store:false). This is not a guarantee of zero storage: the provider may retain separate security and abuse logs.
According to the published API information, OpenAl does not use API content for model training by default, unless
the account administrator opts in. BelgoBase does not use your customer content to train its own Al models or to
build a shared contact database. We do not represent that a special zero-retention arrangement has been approved
for our account. See OpenAl API: data usage and retention.

We additionally process technical request, access, status and usage data for delivery, security and billing.
Conversation and workspace data may be linked to your account or licence for subsequent use. A new conversation
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https://developers.openai.com/api/docs/guides/your-data

is not a request to erase all account data, logs or data held by an external service provider. A credit balance is not
proof of payment, an invoice or an automatic payment instruction.

The legal basis follows the specific purpose: performance of the requested service if you are personally a
contracting party, and a balanced legitimate interest for the necessary administration of representatives, employees
and security. Processing solely on behalf of a customer is delineated separately. Microphone permission is not
general consent to other data processing.

7.1 Optional website and advertising measurement

On public marketing pages, Google Analytics 4 may measure website use after consent; Google Ads may measure
advertising visits and received requests after separate consent. This is not active in the signed-in workspace.
Google receives the technical request data and limited, filtered measurement events set out in the Cookie and
Storage Notice. We do not add names, email addresses, telephone numbers, form content, free-text searches or
workspace data to those events. Consent is the legal basis; you can refuse or change your choice through Cookie
preferences.

8. Recipients and international transfers

For the selected Al, transcription and read-aloud functions, OpenAl is an external provider. For permitted website
and advertising measurement, Google is a recipient. Other recipients may include authorised staff, hosting, storage,
backup, email, support, security, accounting and legal service providers, the customer for selected results, and
competent authorities where required by law or a legal claim. Service providers receive only necessary data and are
contractually bound where required. Where personal data are processed or accessible outside the EEA, BelgoBase
uses an applicable transfer mechanism, such as an adequacy decision or standard contractual clauses, with
supplementary measures where necessary. Information about the safeguard used for a particular transfer can be
requested at legal@belgobase.be.

9. Retention periods

BelgoBase retains personal data no longer than necessary for the purpose, legal obligation or legal claim. A contact
or demo request is in principle erased or anonymised no later than twelve months after the last meaningful contact,
unless a customer relationship, legal obligation or specific dispute requires longer retention. Customer, contract,
licence and user data remain during the business relationship and thereafter only for as long as required by a legal
or demonstrable evidentiary need. Invoice and accounting data follow the applicable statutory period.

Ordinary technical, support and security data are reviewed periodically and erased or anonymised as soon as they
are no longer needed for operation, investigation, security or evidence. Data relating to a specific incident or dispute
may be retained longer for as long as necessary and lawful. Exports and preferences stored locally by the customer
remain under the customer's deletion control. Where the purpose ceases earlier and no exception applies, data are
erased or anonymised earlier.

For temporary conversation and list tasks, the controlled chain uses a period of seven days after the most recent
storage; new activity may renew that period. Expired content is no longer made available when accessed and is
removed during cleanup operations. This is not a promise of physical deletion on exactly the seventh day. Confirmed
target-group data, exclusions, preferences and saved searches have separate account retention for as long as
needed for the selected subsequent use. You can contact legal@belgobase.be for targeted erasure.

Generated read-aloud audio may remain available in the server cache for up to 24 hours; cleanup takes place when
the cache is used. Retention by an external provider is separate from erasure in BelgoBase. OpenAl's API
information states that ordinary abuse-monitoring logs are retained for up to 30 days in principle, subject to
applicable exceptions. This provider period is not a retention period for all BelgoBase account data.
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10. Security and automated decisions

BelgoBase takes appropriate technical and organisational measures, including access restriction, data minimisation,
secure communication, logging, recovery measures and incident procedures. No measure excludes every risk.
BelgoBase does not use personal data for solely automated decisions producing legal effects or similarly
significantly affecting a natural person. Automatic licence, quota or security rules may refuse a technical request or
temporarily block access; human review can be requested at security@belgobase.be.

11. Your rights, correction and complaints

Depending on the processing and statutory conditions, you may request access, rectification, erasure, restriction,
portability, objection to processing based on legitimate interests, withdrawal of consent and information about an
indirect source. You may object to direct marketing at any time, free of charge; BelgoBase will stop that processing,
except for data strictly necessary to respect your objection.

Send your request to legal@belgobase.be with sufficient context, without a password, token or identity document
unless necessary through an appropriate channel. BelgoBase may request proportionate verification and responds
within the statutory period, in principle within one month. That period may lawfully be extended because of
complexity or a large number of requests; you will be informed in time. Where BelgoBase processes solely on a
customer's behalf, your request may be forwarded to that customer or handled according to its instructions. For
possibly incorrect source data, BelgoBase examines correction, restriction, flagging or incorporation of a source
correction.

You may lodge a complaint with the Belgian Data Protection Authority, Drukpersstraat 35, 1000 Brussels,
contact@apd-gba.be, +32 2 274 48 00, lodge a complaint. You retain the right to a judicial remedy; first contacting
legal@belgobase.be is not a condition for a complaint.

12. Changes, language and version

Material changes are clearly announced before application. Data are not silently used for a new incompatible
purpose. Every substantive change receives a new version and date. The Dutch version prevails insofar as
applicable law permits; a translation is an aid and must not restrict rights.
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